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Risk Management

Risk is a threat that an event or action will adversely affect the council’s ability to achieve its objectives, implement its strategies and provide its services. Risk management is the process by which risks are identified, evaluated, addressed and reviewed. The council recognises that it has a responsibility to take all reasonable and practical measures to safeguard its employees, the people it works with and provides services for; and to protect the natural and built environments for which it is responsible.

The council is aware that some risks cannot be eliminated fully and has in place a strategy that provides a structured, systematic and focused approach to managing risk and including where necessary, the introduction of internal controls and/or appropriate use of insurance cover.

Objectives

The objectives of the risk management policy are to:

· Integrate risk management into the culture of the council
· Manage risk in accordance with best practice and legislative requirements
· Minimise loss, disruption, injury and damages
· Inform policy and operational decisions by identifying risks and their likely impact
· Raise awareness of the need for risk management

These objectives will be achieved by:

· Identification of risk
· Undertaking risk assessments
· Managing the risk and recording actions
· Incorporating risk management considerations into council processes
· Providing appropriate training
· Establishing clear roles, responsibilities and reporting lines
· Effective communication with, and active involvement of, employees

Risk Register

The risk register enables the parish council to assess the risks that it faces and confirm that it has taken appropriate steps to manage those risks. The council has broken the risks into four areas:

1. Management
2. Finance
3. Assets
4. Liability
The risks are identified, described and evaluated according to the potential consequence of the risk occurring (impact) and how likely this is (likelihood) i.e. high, medium or low risk. The response to risk may involve one or more of the following responses:

· Tolerate the risk – for the risks where the downside is containable with appropriate contingency plans or if the controls cannot be justified (e.g. because they would be disproportionate; and for unavoidable risks, e.g. terrorism.
· Treat the risk – by imposing controls so that the parish council can continue to operate; or my setting up prevention techniques
· Transfer the risk – by buying a service from a specialist external body or taking out insurance
· Terminate the activity giving rise to the risk (or not start) which involve intolerable tasks or those where no response can bring the risk to a tolerable level.
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	Management

	Topic
	Risk
	H/M/L
	Management/control of risk
	Review/Assess/Revise

	Business Continuity 
	Risk of Council not being able to continue its business due to an unexpected or tragic circumstance  
	L
	This is not a requirement as SND would be delegated to oversee the Parish Council’s work.  
	Not applicable 

	Meeting location 
	Adequacy  
Health & Safety 
 
	
	The Parish Council Meetings are held at The Parish Rooms Rockland St Mary unless this provision is not available when another suitable location will be found.  
The premises and the facilities are considered to be adequate for the Clerk, Councillors and Public who attend Health and Safety and comfort aspects.  
 
	Existing locations adequate. 

	Council records – paper 
	Loss through theft, fire, damage  
	L

M


L
	The Parish Council records are stored at the Clerk’s home and the Parish Room, Rockland St Mary.
Records include historical correspondence, minute books and copies, leases for land or property, records such as personnel, insurance, salaries etc.
Recent materials are in a (metal filing cabinet (not fireproof)) and older more historical records in the (attic/Norfolk Archives).  
	Damage (apart from fire) and theft is unlikely and so provision adequate. Deeds/leases copied and deposited off-site.  
 

	Council records - electronic 
	Loss through:  Theft, fire, damage corruption of computer  
	
LM
	The Parish Council’s electronic records are stored on the Clerks computer. Back-ups of the files are taken at regular intervals, through a cloud-based storage system.
	Existing arrangements appropriate.  

	· Risk Assessments 
· Black Horse Dyke and Pond 
· Staithe car park 
· Green Lane playing field and equipment.  
· Data protection  
	 
 
These will be on individual specific risk assessments 
	


	 
 
 
	 
 
 

	Finance

	Cash 
	Loss through theft or dishonesty 
	
L
	On the exceedingly rare occasions, the Parish Council would receive cash, the Clerk would ensure that this was banked in a timely fashion and within seven days of its receipt. There is no petty cash or float. 
	The Parish Council rarely receives cash but would ensure that this was banked as soon as possible. Existing procedure adequate.  

	Reserves
	Adequacy
	L
	Consider when setting the budget
	Annually

	Freedom of Information Act
	Data protection and storage
	L
	Business relating to the council is conducted via the designated council email address.
Councillors and the clerk to review folders/email
	At least every 6 months

	Reporting and Auditing 
	Information communication 
 
 
 
Compliance 
	



L
	A monitoring statement is produced regularly before each Council meeting with the agenda discussed and approved at the meeting. This statement includes bank reconciliation, budget update, and a breakdown of receipts and payments balanced against the bank.  
The Parish Council ensures that the accounts are audited externally and internally at the end of each financial year. 
	Existing communication Procedures adequate.  
 
 
The council annually ensures all financial records are audited yearly and the appropriate Notices displayed. Existing procedure adequate. 

	Direct costs /overhead expenses  
Debts  
 
	Goods not supplied but billed.  
Incorrect invoicing  
 
 
Cheque payable incorrect  
 
 
	



L

	At each Council meeting the list of invoices awaiting approval is distributed to Councillors and considered.  Two Councillors are nominated to check each invoice against the cheque book and associated paperwork and initials the invoices.  
The council approves the list of requests for payment.   Three Councillors are designated to sign cheques and two signatories of those nominated are required. 
 
	Existing procedure adequate.  
  
 

	Grants and support - payable  
	Power to pay.  
Authorisation of Council to pay  
	L
	All such expenditure goes through the required Council process of approval and is recorded and entered in the minutes... 
 
	 Existing procedure adequate. 

	Grants - receivable 
	Receipts of Grant 
	L

	The Parish Council does not presently receive any regular grants. One off grant would come with terms and conditions to be satisfied. 
	Procedure would need to be.  
Formed, if required.  
 

	Charges – rentals payable 
	Payments of charges, leases, rentals 
	L
	The Parish Council at present pay a rental to the Poor’s Trust for the use of the Staithe Car Park - invoices payable for the rental amounts will be/are entered into the normal payment system for authorisation.  
	Existing procedure adequate. 

	Charges – rentals receivable 
	Receipt of rental  
 
 
	L

	Rental received by the Parish Council is minimal. At present rental is received from the Wildfowlers Association under an existing lease. A lease is prepared which parties sign. The Clerk records when cheque is received and banked. The Parish Council is notified accordingly.  
	Existing procedure adequate.  
Review agreement and fees annually. Ensure payment and copy of insurance.
document received.  


	Best value Accountability 
	Work awarded incorrectly. 
 
Overspend on services 
	L

M
	Normal Parish Council practice would be to seek, if possible, more than one quotation for any substantial work required to be undertaken or goods. For major contract services, formal competitive tenders would be sought. If a problem is encountered with a contract the Clerk would investigate the situation, check the quotation/tender, research the problem and report to Council.  
	Existing procedure adequate.  
 

	Salaries and associated costs 
	Salary paid incorrectly.  
Wrong hours paid.
Wrong rate paid.  
False employee  
Wrong deductions of NI or Tax  
Unpaid Tax & NI contributions to the Inland Revenue  
 
	


L

	The Parish Council appoints an Accountant to oversee the Clerk’s salary and to comply with PAYE regulations. Salary analysis and slips are produced by the Clerk monthly together with a schedule of payments to the Inland Revenue (for Tax and NI). These are inspected at the Council meetings and signed off. The Tax and NI is worked out by the external Accountant using an Inland Revenue computer programme “Real Time”. If applicable payments are submitted in the Inland Revenue Annual Return.  
 
	Existing appointment and Payment system is adequate.  
 

	Employees 
	Loss of key personnel 
Fraud by staff 
Actions undertaken by staff. 
Health & Safety 
	
L
	The only employee of the Parish Council is the Clerk.  All work undertaken by the Clerk is carefully monitored by the Councillors.  If the Clerk were unable to perform the duties required initially the work would be delegated to individual Councillors. If long-term measures were required, the post would either be advertised, or contact made with the Norfolk Association of Local Councils to find an appropriate replacement. Health & Safety is the responsibility of the Clerk and the nominated Councillor. 
Designated reserves for employment costs are planned into budgets. Includes recruitment costs, SSP provision, new training. 
Significant financial controls and monthly monitoring in place. 
Training budget to ensure CPD, membership of SLCC, current reference books, regular attendance at NALC and other events. Annual appraisal process.

	Existing procedure adequate.  Membership of the Norfolk ALC allows access to any current or new legislation. 
Monitor working conditions, safety requirements and Insurance regularly. Existing procedure adequate. 

	Councillor allowances 
	Councillors over-paid Income tax deduction 
	L
	No allowances at present are allocated to Parish Councillors. 
 
	No procedure required 

	Election costs 
	Risk of an election cost 
	L/M
	Risk is higher in an election year. When an election is due the Clerk will obtain an estimate of costs from the District Council for a full election and an uncontested election. There are no measures which can be adopted to minimise the risk of having a contested election as this is a democratic process and should not be stifled. 
	Existing procedure adequate 

	VAT 
	Re-claiming/charging 
	L
	The Clerk monitors all VAT paid and make the appropriate submission of the Inland Revenue for reclaiming back any refunds on VAT. 
	Existing procedure adequate 

	Annual Return 
	Submit within time limits 
	L
	Annual Return is completed and signed by the Council, submitted to the internal auditor for completion and signing then checked and sent on to the External Auditor within time limit. All relevant notices are appropriately displayed for parishioner’s inspection by the Clerk.  Any return required for income tax purposes would be completed by the internal accountant. Penalty, results in charge incurred due to external audit imposed by missed deadline. 
Councillors not sufficiently aware of deadline date. 
	Deadline date to be added on Policy Review Timesheet as well as the date of the annual return deadline as a reminder to councillors.  
Otherwise, existing procedures adequate 

	Insurance 
	Adequacy  
 
Cost  
 
Compliance  
Loss 
	

L
	An annual review is undertaken (before the time of the policy renewal) of all insurance arrangements in place. Employers and Employee liability insurance is a necessity and must be paid for.  
Ensure compliance measures are in place.  
Critical damage or third-party performance.
	Existing procedure adequate.  
 
Review insurance provision annually.  
Review of compliance.  
 
Review of insurance regularly.

	Assets

	Play Area and Equipment
	Loss or Damage 
Risk/damage to third party(ies)/property  
	L
	An annual review of assets is undertaken for insurance provision, storage, and maintenance provisions. 
Weekly recorded check of area and equipment
Annual ROSPA inspection 

	Existing procedure adequate. 

Remedial actions taken when identified

Public liability insurance in place

	Village Signs
	Risk of injury to third parties
	L
	Signs reviewed and maintained by Village Caretaker or Highways
	Adequate insurance in place.

	Maintenance 
	Poor performance of assets or amenities  
 
 
 
Loss of income or performance  
Risk to third parties  
 
	



L
	All assets owned by the Parish Council are regularly reviewed and maintained. All repairs and relevant expenditure for these repairs are actioned and authorised in accordance with the correct procedures of the Parish Council.  
All assets are insured and reviewed annually.  
All public amenity land is inspected regularly by parish employees.  
	Existing procedure adequate. Ensure inspections carried out and recorded 

	Notice boards 
	Risk/damage/injury to third parties 
Roadside safety 
 
	L
	Parish Council has four notice boards sited near the Post Office at Rockland St Mary and at Hellington Corner. All locations have approval by relevant parties, insurance cover, inspected regularly by the Clerk – any repairs/maintenance requirements brought to the attention of the Parish Council.  
	Regular inspections carried out and recorded. 
 

Existing procedure adequate. 

	Office Equipment
	Risk injury to staff/Councillors

Loss or damage
	L

L
	See Health and Safety policy/Lone Home Worker policy
	Review annually

	Street Furniture/Dig Bin/Litter Bin
	Risk/damage/injury to third parties  
 
	
	Public Liability insurance is in place
Designated financial plans are in place for any repairs/replacements.
	Existing procedure adequate. 

	Public/Employer/Legal liability risks

	Legal Powers 
	Illegal activity or 
payments 
	L
	All activity and payments within the powers of the Parish 
Council to be resolved and recorded on the minutes at Full Parish Council Meetings, including a reference to the power used. 
	Powers have been recorded on the minutes from 7th May 2025, minute 25.68.05

	Data protection 
	Policy 

Provision 
	
L
	The Council is registered with the Data Protection Agency. 
The Council is compliant with the data protection act 1998 (DPA) and will be compliant with the EU general data protection regulation (GDPR) May 2018 
	Ensure annual review of registration. Ensure all councillors are trained and compliant. Existing procedure adequate. 





